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Abstract
People experiencing homelessness interact with service
providers to access essential services. As clients, homeless
individuals are expected to reveal sensitive information about
themselves to service providers, while personal security and
privacy (S&P) preferences fall by the wayside. Simultane-
ously, providers take on S&P-adjacent responsibilities: help-
ing clients fill out applications, safekeeping clients’ personal
documents, monitoring clients’ online safety, undergoing
workplace S&P training, etc. We created five storyboards
to represent S&P challenges that clients can face when they
interact with providers. In interviews with homeless individu-
als and service providers in the Northeastern United States,
we use these storyboards to explore the S&P challenges in
client-provider relationships within homeless services. We
find a set of mismatches in S&P priorities between clients and
providers, leading to mistrust between the two parties. We
provide design recommendations, envisioned by both parties,
for providers to bridge these mismatches.

1 Introduction

The homelessness crisis in the United States has grown sig-
nificantly in the past decades [5, 50]. On a single night in
2023, roughly 653,100 people—or about 20 of every 10,000
people in the United States—were experiencing homeless-
ness; this point-in-time count was the highest since reporting
began in 2007 by the U.S. Department of Housing and Ur-
ban Development [43]. Between 2022 and 2023 alone, the
number of people experiencing homelessness—which we con-
sider as the lack of “a fixed, regular, and adequate nighttime
residence” [42]—increased by 12% [43].

People experiencing homelessness interact with service
providers to access essential services. As clients, homeless
individuals are often expected to reveal sensitive information
about themselves to service providers, even though security
and privacy (S&P) may not be top of mind for them [52]. Even
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when they are unsure about giving up such information, they
may feel compelled to do so anyway so that they can access
shelter, health care, and financial support [15]. At the same
time, beyond client intake, service providers may take on vari-
ous S&P-adjacent and data management responsibilities [30],
including helping clients fill out forms for other providers,
safekeeping sensitive documents, monitoring clients’ online
safety, and undergoing workplace S&P training. While these
actions may be invisible to clients, they can all contribute to
how providers think about the S&P of their clients.

Previous research has identified a number of S&P chal-
lenges faced by homeless individuals, emphasizing financial
insecurity, limited technology access, and untrusted relation-
ships [23, 41, 52]. However, little focus has been given to
how these challenges manifest when seeking essential public
services. On the other hand, work in human-computer inter-
action (HCI) has offered important insights into the critical
role service providers play in helping homeless individuals
access these services, including how service providers’ data
collection practices can erode trust [4], and how formal sup-
port systems should be developed [20]. Our work contributes
to these past lines of research by exploring both client and
provider perspectives on these challenges, offering actionable
insights for service providers to better support their clients.

Developing a better understanding of how S&P challenges
manifest in client-provider interactions in homeless services
will help the HCI and S&P communities develop more tar-
geted solutions to support this marginalized population effec-
tively. Therefore, we ask the following research questions:

RQ1 What S&P threats and concerns do homeless individu-
als face when interacting with service providers?

RQ2 How do service providers consider or address the S&P
threats and concerns of their clients?

RQ3 What design opportunities do clients and providers en-
vision for aligning their perspectives on S&P?

To answer these questions, we developed a set of story-
boards and conducted semi-structured interviews and focus



Figure 1: We developed five storyboards of potential S&P challenges that people experiencing homelessness may come across
when interacting with service providers. One storyboard shown above depicts Jordan, a homeless individual seeking support for
their housing search at a drop-in center.

groups with both homeless individuals and service providers.
S&P issues can be complicated and difficult for users to give
feedback on, and our participants also faced challenges spe-
cific to their community (e.g., literacy, technical education,
technology access). Following recent research [26, 54], we
developed a series of five storyboards related to common S&P
issues that might arise when clients interact with providers
to access “lifelines” [13], e.g., employment, housing, health
care, education, and social connection. These storyboards
scaffolded our study sessions and provided participants with
launchpads to discuss their own experiences.

We ran semi-structured interviews and focus groups with
12 people with experiences of homelessness and 8 service
providers. We found evidence of a set of mismatches in S&P
priorities between the two parties. Homeless participants mis-
trusted providers to keep their sensitive personal information
safe; they also worried that asking questions about data use
practices would get them dismissed as problematic or combat-
ive. Yet, provider participants shared experiences of extensive
S&P-related training and vetting from their employers, and
felt that they had created welcoming spaces for clients to
receive S&P advice and support.

Our participants also suggested ways to put clients and
providers on the same page regarding S&P. Homeless par-
ticipants emphasized the need for stronger signals of trust-
worthiness from service providers, such as clearly-displayed
certifications that providers had received appropriate S&P
training. They also wanted more granular access control and
consent-granting procedures for their personal files being
shared within a service organization. Provider participants
also revealed opportunities for formalizing ad hoc S&P be-
haviors. Several referred to the actions they took as “common
sense” or as something they picked up on the job; hard-coding
these into organizational protocols could help demonstrate
further to homeless individuals that providers are taking their
S&P seriously. Our study sessions themselves also helped
raise awareness of S&P issues, as participants did not initially

realize that some of their experiences “counted” as S&P.
In short, we uncover actionable ways for service providers

to engender greater trust in homeless individuals when nav-
igating S&P challenges. Through our storyboards, we ex-
plore the differences in how homeless individuals and service
providers consider and perceive S&P in their interactions.
These differences are manifested in the logistics of the inter-
actions, the consent and agency of homeless individuals, indi-
vidual S&P behavior, and organizational influences on S&P.
We also find various design opportunities and recommenda-
tions for service providers to bridge those differences, such
as bringing up S&P as a point of conversation in interactions,
creating clearer signals of trustworthiness from providers, and
promoting client self-advocacy and independence.

2 Related Work

Our work extends a rich body of literature on the influence
of marginalization and life disruptions on people’s technol-
ogy use. Recent work in the area has tended to characterize
“marginalized”, “vulnerable”, and “at-risk” communities as
a broad population that requires certain design considera-
tions [3, 10, 31, 34–36, 49, 58]. While people experiencing
homelessness can be included in such populations, the inter-
section of homelessness with other vulnerabilities—gender
identity, sexual orientation, race, health, intimate partner vio-
lence (IPV), etc.—can exacerbate the risks of such vulnera-
bilities and breed unique design and research challenges.

People experiencing homelessness, like any other popu-
lation, use technology in their everyday lives [2]. They use
mobile devices to maintain family and social relationships,
including managing their self-presentation [27–29]. They ac-
cess social media [19,60], document and share their lives [59],
and connect with others who are also experiencing homeless-
ness [46]. However, a lack of reliable access to technology
and digital resources may be especially disempowering to
homeless individuals, who often need to use digital services



to receive housing, health care [38, 39], financial support,
etc. [32]. The more pressing nature of such “lifeline” necessi-
ties, can mean that S&P often falls by the wayside for people
experiencing homelessness and financial insecurity [33], and
the sense that “there’s not much to take” can lead people ex-
periencing poverty or with lower socioeconomic status to feel
like their S&P is not worth protecting anyway [25, 48].

Simultaneously, there has been a relative dearth of literature
directly tackling the S&P of people experiencing homeless-
ness specifically, as a community distinctly different from
broader financial insecurity and marginalization. In a recent
survey of privacy research with marginalized groups, Sannon
and Forte [49] examined only two works, out of 88 total, that
specifically explored both homelessness and S&P. We thus
limit our work’s focus to two areas: the impact of homeless-
ness on S&P, and the role social service providers play in
protecting—or exposing—the S&P of homeless clients.

2.1 Homelessness and Security & Privacy

People experiencing homelessness face circumstances that
make it uniquely difficult to prioritize S&P in their daily lives,
instead deeming it a luxury [33, 48]. Sleeper et al. term these
circumstances “tough times” [52]. We examine S&P work
on financial insecurity, unemployment, and intimate partner
violence to enrich our understanding of the tough times.

One such tough times challenge, limited financial resources,
can put them at risk of being scammed and make it hard for
them to opt out of giving up personal information. People
experiencing homelessness need to submit personal informa-
tion to apply for housing and jobs and access social safety net
benefits; they may also submit information to enroll in loyalty
card discount programs, at the cost of spam and unwanted
ads. As another example, people might feel compelled to give
up sensitive personal information to mobile loan apps for fear
of being rejected for loans [41]. And, as Holten Møller et
al. [23] found in a design fiction exploration, when people
are unemployed and looking for work, they do not feel like
they have agency over how their personal data is being shared
and used. Finally, S&P violations themselves (e.g., phishing,
identity theft, or having money stolen from a bank account)
are exacerbated by limited financial resources.

Another challenge, limited access to reliable technology,
may result in homeless individuals using unsecured shared
devices. This includes not only logging onto public computers
in shelters or public libraries and connecting to public Wi-Fi
networks but also using communal mobile phones purchased
by and shared among multiple homeless individuals [50]. A
few risks may arise from this challenge. For one, simply using
such devices in public spaces may put homeless individuals
at greater risk of shoulder surfing [14]; similarly, public Wi-
Fi networks may be unsecured and open to cyber attacks
[9]. For another, forgetting to log out of such shared devices
means that other users of the devices can access very sensitive

personal information without authorization.
A third challenge, untrusted relationships, includes abu-

sive partners or untrustworthy family members. For exam-
ple, people experiencing IPV may be especially concerned
about obfuscating their physical location to avoid harassment,
surveillance, and physical abuse. However, beyond intimate
relationships, homeless individuals may be concerned about
friends and family members having access to their digital
services, financial resources, and devices. While close rela-
tionships within any population might run similar risks [61],
they are particularly precarious for homeless individuals since
these accounts and devices can be their lifelines to survival.

The combination of all of these challenges can contribute
to a fourth tough times challenge, the sheer ongoing stress of
homelessness. The intersection of all of these circumstances
makes it difficult for homeless individuals to take specific
S&P-related action. Specifically, when faced with more press-
ing issues such as looking for shelter for the night and feeding
themselves, S&P may simply not be a priority for homeless
individuals. As Sleeper et al. [52] write, “Coping with S&P is-
sues can require mental energy...[but] when people are under
stress, thoughtful actions can become difficult”.

2.2 S&P and Homeless Service Provision

Although previous research has examined a broad range of
S&P challenges faced by homeless individuals, how these
challenges specifically manifest within service provision re-
mains underexplored. Past work in HCI [30] has highlighted
the critical role service providers play in helping homeless in-
dividuals access essential public services, echoing a long tradi-
tion in HCI that emphasizes the emotional and technical labor
service providers offer to marginalized populations [1,56,57].
Gaining a deeper understanding of these interactions is cru-
cial for addressing the unique vulnerabilities that arise when
homeless individuals engage with service providers. Prior
work has provided a few important insights on client-provider
relationships from specific case studies.

On a macro level, data collection of clients’ personal in-
formation could jeopardize trust between the organization
and the clients, as past work has found in food assistance
programs [4] and housing services [24]. This is because the
parties that provide funding for the service organization, such
as both the government and private funders, may have differ-
ent information needs that override clients’ S&P preferences.
And on a micro-level, service providers that target specific
client communities, such as survivors of IPV and women’s
shelters [8, 16, 17, 56], or refugees in the United States [51],
may act as de facto tech support specialists for clients, even
if they are not well-equipped or educated to do so. Havron
et al. [20] have proposed formalizing such educational and
advice-giving measures as “clinical computer security”. Simi-
lar to how one might visit a doctor for a medical condition, the
authors suggest that consulting with a professional technolo-



gist could help IPV survivors navigate difficult S&P scenarios.

2.3 Contribution
In summary, our work differs from prior literature in a few key
ways. We build on Sleeper et al. [52], which explored the S&P
concerns of people broadly experiencing with homelessness
and financial insecurity. Comparatively, our study investigates
S&P challenges that emerge specifically when clients and ser-
vice providers interact. By examining both parties, we surface
new insights into how organizational norms and misaligned
expectations contribute to S&P concerns. Further, it has been
six years since Sleeper et al. published their findings. Since
the COVID-19 pandemic, the adoption of digital services
has rapidly surged due to social distancing norms, creating
a drastically different technological, social, and political en-
vironment for our research. Specifically, a societal pivot to
telehealth and remote appointments created new technological
barriers to clients being able to access services [47].

Additionally, compared to [8], we did not target homeless
individuals from specific demographics and experiences, or
service providers offering specific services. Instead, we fo-
cused on the broad S&P threats and concerns that home-
less individuals may face when seeking any public or social
service. We find distinct tensions that arise in public, non-
specialized service, e.g., routine documentation, inter-agency
referrals, and resource limitations. Our findings thus point
to immediate action items that service providers, working in
any capacity, can address in the absence of S&P clinicians
to develop greater trust in their relationship with homeless
individuals.

3 Study Design

Drawing upon prior HCI methods [22, 26, 40, 54, 55], we
developed a series of storyboards, each covering a critical
activity within homeless services. Using these storyboards,
we conducted a series of interviews and focus group sessions
with people with experiences of homelessness and service
provider workers to understand their perspectives, concerns,
and desires around S&P challenges in homeless services. (For
a deeper dive into the decisions we made throughout the study
design and data analysis processes, as well as our reflections
on ethical complications and harms from the study, please see
the Ethical Considerations section at the end of this paper.)

3.1 Storyboard Development
Given the unique challenges faced by our participants (e.g., lit-
eracy, technical education, technology access), and following
the methods of [26, 54], we developed a series of easy-to-
understand S&P storyboards, based on gender-neutral per-
sonas. A storyboard is a “short graphical depiction of a narra-
tive”, commonly used within HCI and design research to elicit

feedback on how people might interact with a system [55].
Relatedly, comicboarding [22, 40]—a design technique that
uses unfinished comic strips as a scaffolding tool—has been
employed to gather perceptions and opinions in various HCI
contexts. The use of fictional characters can also aid in partici-
pants’ memory recall and reflection, more so than directly ask-
ing participants to share a specific experience. In our study, we
followed best practices from previous research with marginal-
ized populations [26], using storyboards as scaffolding to
engage participants with diverse levels of reading and technol-
ogy literacy [22, 40], given that low reading literacy presents
a barrier to participation for many unhoused participants [18].

We developed our storyboards through a combination of
literature review and iterative group discussions with two ser-
vice providers, who are unaffiliated with the organizations
from which we recruited participants. They serve as the com-
munity co-authors of this paper [12]. The storyboard devel-
opment process started with a review of relevant papers in
this domain; from the literature, we collected common cases
of S&P challenges within the client-provider relationship in
homeless services [5, 13, 26, 52]. The initial set of the story-
boards were collected and developed based on the concept of
lifeline activities [13], which is a diverse set of activities that
require computer and broadband access. We iteratively col-
lected relevant cases from literature and map them across the
lifeline activities. Throughout the process, we conducted bi-
weekly discussions sessions with our community co-authors
to (1) select, remove or revise certain cases; (2) validate the
cases and storyboards based on their domain expertise and
lived experiences; and (3) prevent and minimize any potential
harms and biases. This rigorous design process aligns with
established best practices in HCI literature for engaging with
marginalized populations [26, 54].

Through this collaborative process, we identified five crit-
ical lifeline activities in client-provider interactions—job
search, housing search, health care, education, and social
connection—with each storyboard addressing a potential S&P
challenge. Each storyboard contains multiple potential S&P
threats, vulnerabilities, or attackers, and does not necessar-
ily label either the homeless individual or service provider
depicted as being at fault. We summarize each storyboard
and the potential associated S&P threats in Table 1. Figure 1
contains one example of the final storyboards we developed
and used; the remaining are found in Appendix A.

3.2 Study Protocol

Using the storyboards we developed as scaffolding, we con-
ducted a series of semi-structured interviews and focus groups,
both remotely on Zoom and in person, based on participant
preference and availability. To help participants feel more
at ease about expressing their thoughts, we made sure each
session contained only homeless participants or provider par-
ticipants, never a mix of both. For each session, we started by



Lifeline Activity Storyboard Summary Potential Threats

Job Search [13] Alex attends a public job fair for homeless individuals
at a community center. They give their information to
a service provider, who records it with an unencrypted
notes app.

Other people attending the job fair might hear Alex saying
their information out loud. The lack of encryption in the
notes app leaves Alex’s information exposed to hackers.

Housing
Search [26]

Jordan has been homeless for three months and seeks af-
fordable housing. A service provider uses a shared office
computer to fill out a housing application for Jordan and
forgets to log out.

Anyone who might be in the service provider’s building—
client or employee—may be able to access Jordan’s infor-
mation.

Health Care [5] Taylor, a homeless individual, meets a service provider
at a shelter to enroll in health insurance. The service
provider helps upload their medication history and current
treatments to a Google Drive, but accidentally sets the
drive’s accessibility to “public”.

Anyone on the Internet who has the link to the Google
Drive could access Taylor’s medical information.

Education
[13, 52]

Sam, who is homeless and shares a mobile phone with
other homeless individuals, works with a service provider
to finance his college tuition. The service provider sends
a message about Sam’s student loan to the shared phone.

Sam’s personal financial information could be seen by the
other people with whom he shares the phone. Sam may
not be able to access to their bank account if someone
loses the shared phone.

Social Connection
[13, 52]

Mary is escaping an abusive partner, with whom they used
to share a computer. Mary is in contact with a service
provider on Facebook to find a new school for their child.
In one of their messages to the service provider, Mary
reveals the location of their shelter.

Mary’s abusive ex-partner can know where Mary is stay-
ing; Mary is now in physical danger. The service provider
may find out sensitive information about Mary from their
Facebook profile, and vice versa.

Table 1: Summaries of the storyboards used in our study session, along with potential associated S&P threats for each one.

asking for consent to participate and video record the session,
emphasizing that participants could exit the session at any
point and that we were not making judgments of their work or
experiences, but only interested in understanding their stories
and perspectives. We then gathered participants’ demographic
information. We also asked service providers about their job
responsibilities, and homeless participants about their current
housing status and duration of homelessness.

We then proceeded to the main part of the study session.
We showed participants one storyboard and asked them to
summarize the storyboard to make sure that they compre-
hended the scenario depicted. We then asked participants to
recall any experiences similar to the one in the storyboard,
along with follow-up questions such as, “Did you ever ask
questions about why certain personal information was asked
of you?”, or “Could you tell me about any formal training
you received to address such S&P issues?”, for homeless par-
ticipants and provider participants, respectively. At the end
of each storyboard, we asked what changes the participants
would make to improve the S&P outcomes of the storyboard’s
scenario. We then repeated this procedure for all storyboards,
counterbalancing the presentation order of storyboards for
each study session. In remote sessions, we displayed these
storyboards via screensharing; in the in-person session, we
distributed paper print-outs of the storyboards for each partic-
ipant. Interview questions can be found in Appendix B.

3.3 Recruitment

We recruited our participants via a purposive sampling ap-
proach [44], targeting both service providers and people with
experiences of homelessness (presently or in the past). We
first posted flyers in our local community advertising the study.
We expanded our recruitment by asking service providers at
local and regional service organizations, with whom we had
a prior working relationship, to share study details with their
organizational mailing lists. These mailing lists included both
other service providers and homeless individuals. Provider
participants worked at various regional branches of the same
larger umbrella organization, which provides services such as
community wellness centers, housing support, shelter, client
advocacy, and education. Homeless participants had sought
services from both these regional branches and other unaffili-
ated providers in the area. Additionally, to our best knowledge,
no homeless participants were directly served by any of the
provider participants. This separation was intentional to miti-
gate perceived power imbalances between the parties. Of the
eight providers, five worked across three different branches
of the regional network, and three worked at unaffiliated or-
ganizations. We visited one of these branches in person and
held a study session with homeless clients who were on site
during our visit and interested in participating.

We recruited 20 participants: 12 people with experiences
of homelessness, and 8 service providers. Service providers



were majority White and/or female-identifying; homeless par-
ticipants covered a broader mix of racial and gender identities;
additional participant demographics are in Table 2. We con-
ducted three focus group sessions ranging from two to six
participants each, and eight one-on-one interviews. Other than
our branch visit, all of the sessions were conducted remotely,
although all participants were given the choice to participate
remotely or in-person. Due to our participants being part of a
hard-to-reach community, we used a mix of both focus groups
and interviews to best accommodate their availability. The
sessions lasted 52 minutes on average, and we compensated
each participant with a gift card worth 60 USD. We chose this
amount based on best practices in existing literature [26, 54],
not only to compensate participants for their time, but also to
accommodate any barriers to participating in our study, such
as transportation or internet access costs.

3.4 Data Analysis

We employed a reflexive approach to thematic analysis [6, 7]
in analyzing our data. We analyzed the entirety of transcripts,
rather than breaking each session down by storyboards, fol-
lowing similar past work in HCI [26, 54]. We first used Ot-
ter.ai to transcribe 576 minutes of video recordings from the
study sessions. Then, three researchers conducted open cod-
ing on all transcripts collaboratively and iteratively, with each
transcript being reviewed by at least two people. In between
every few transcripts, the researchers had regular meetings
to iteratively discuss the coding process, such as challenges
and ambiguities. Such discussions are essential in a reflexive
thematic analysis approach, as they allow diverse perspec-
tives to collaboratively shape the development of codes and
themes via conversation [7, 37]. This initial coding process
resulted in a total of 509 codes. The three researchers then
met three times to conduct affinity diagramming using Miro,
and derived higher-level themes—27 first-level, 11 second-
level, three third-level—keeping our three research questions
in mind. Finally, the entire research team discussed and final-
ized these second- and third-level themes, which we present
in Section 5. Following recommendations from [37], we did
not calculate inter-rater reliability, as reaching consensus is
integral to theme development.

4 Findings

We present our findings, grouped around three themes un-
covered in our analysis: (1) homeless participants’ S&P con-
cerns when interacting with service providers; (2) how ser-
vice providers considered the S&P of their clients; and (3)
participant-envisioned opportunities for aligning client and
provider perspectives on S&P. Our three high-level themes
closely follow our RQs introduced in Section 1.

Within the first two themes, we present several mirroring

sub-themes, with homeless and provider participant perspec-
tives on each, respectively:

• Interaction characteristics, or the communication
modalities involved in client-provider interactions, and
how information is being collected and saved;

• Client consent and agency, including how clients might
negotiate their S&P with providers;

• Individual S&P behaviors, e.g., why homeless partici-
pants adopted certain S&P attitudes, and how provider
participants remembered to behave securely; and

• Organizational influences on S&P, such as the influ-
ence of workplace culture on provider participants’ S&P.

For the third theme, we present some ways that our partici-
pants envisioned addressing the S&P challenges that might
arise in the above four sub-themes. These include bringing
up S&P as a point of conversation, which includes the im-
pact of our storyboarding method on participants’ responses;
signals of trustworthiness from providers, including clearer
indicators of training and consent; and promoting client self-
advocacy and independence, such as helping clients fill out
applications for services and manage S&P independently.

Throughout the rest of this paper, we refer to homeless
participants with anonymous identifiers beginning with the
letter “H”, and service providers beginning with the letter “S”.
Summaries of our findings can be found in Tables 3 and 4.

4.1 Concerns of Homeless Participants (RQ1)

4.1.1 Interaction Characteristics

Homeless participants mentioned names, birth dates, and So-
cial Security Numbers (SSNs) as specific types of informa-
tion collected. They also mentioned several communication
modalities for interacting with service providers: meeting
in-person at a service provider’s organization offices, over the
phone, or by SMS or email. Some participants noted that when
providers checked in on them in person on the street, their
personal information was potentially vulnerable to eavesdrop-
ping. H1 said, “I’ve seen some people talking to somebody,
asking them if they were homeless or they needed help with
something, but there were other people around listening to
their information, so one person heard it and could tell other
people”. Participants felt that such interactions were typically
only used to collect information about themselves.

Homeless participants did not describe specific compo-
nents of their interactions with service providers much be-
yond broad caution and tentative distrust. In particular, none
of our homeless participants mentioned receiving any sort of
technology-related or S&P advice from the service providers
they visited, as was the case in prior work [16, 17].



Demographic Characteristic Participant Counts or Range

Race White (8), Black (2), mixed race (4)

Age 36 to 68 years old (mean = 49.7)

Gender Identity female (9), male (11)

Housing Status (homeless participants only) currently unhoused (10), currently housed (2)

Unhoused Duration (homeless participants only) months (1), years (2), decades (3)

Service Duration (provider participants only) 6 months to 8 years (mean = 4 years)

Job Roles (service providers only) case management (4), mentorship (1), peer support (4), client intake (1),
housing specialist (1)

Table 2: Participants’ self-reported demographics. Given the sensitive nature of our context, we present aggregated information.
We did not receive full demographic information from six participants.

4.1.2 Client Consent and Agency

The aforementioned sense of caution and distrust may come
from the negative experiences the participants had with
providers. Multiple participants shared experiences of service
providers giving out their contact information to other or-
ganizations without their consent. H2 recounted an instance
where a case worker had shared their medical information
with another department without their consent, making them
feel betrayed. They found out about the sharing when the
other department unexpectedly contacted them. H2 wished
the interaction had gone as follows:

“If you have a caseworker that’s really 100% down
for you, they should say, ‘I see that [H2] is applying
for this, but [they’re] also eligible for [another ser-
vice]. With your information that you gave me, you
could qualify for something else. Would you like me
to go ahead and pass this information on?”’

H4, a participant in the same study session, lamented: “I never
get asked. [The providers] just take it upon themselves.”

Some participants felt that service providers were not al-
ways untrustworthy or adversarial when it came to their S&P,
but simply made mistakes or were overworked. In such situ-
ations, participants made sure to correct the providers’ S&P
behaviors. H12 observed a service provider leaving another
client’s information on their screen during their appointment.
Out of precaution for their own information being exposed in
the same way to other clients, they asked the provider to log
out at the end of the appointment:

“When I leave, I ask the lady, ‘Are you finished? Can
you turn it off? Did you log out?’ Because I know
if, as she walks away, she lets me see what other
people’s stuff is on there before she gets to me, then
I know she’s gonna do it to me, right? Exactly. So I
make sure that mine is off before I leave.”

When some participants questioned providers on why certain
personal data needed to be collected, though, they felt like

they were doing something wrong. They were self-conscious
of being labeled as “problematic”, “combative”, or ”out of
control” by service providers when they asked questions to
better understand data practices (H1-H4). H2 suspected that
such labels were shared amongst employees at the same or-
ganization, as a warning of sorts, and feared reputational
harms [11] for speaking up: “They go around telling all the
other staff that you’re going to be a problem.”

In other words, participants felt forced to balance not want-
ing to appear ungrateful for help, with voicing their valid S&P
questions. H6 suspected that not giving up certain information
meant that they were barred from accessing certain services.
They recounted an experience that led them to feel this way:

“I would say, ‘I would rather not answer that.’ ...
[The service provider] was like, ‘Okay, you’re not
participating the way I want you to do it. So I’m
not gonna give you what you want then.’ When you
don’t want to answer certain things, they put you in
a spot where now you’re not cooperating so you’re
not going to get what you wanted to get, like, say,
housing or something like that.”

Relatedly, H5 felt that they had to put in extra effort to
present themselves as educated on privacy rights, so that
providers would not take advantage of them:

“I know my rights as, you know, HIPAA, or what
confidential information I want out or not want out.
But unfortunately, not everybody that’s at the shel-
ter...has the same knowledge or life experience. You
have to advocate [for yourself] when you see that
they’re...maybe breaking some privacy laws.”

4.1.3 Individual S&P Behaviors

Overwhelmingly, our homeless participants expressed that
S&P was not top of mind, and could be insurmountably
costly. For example, H6 shared that they used a friend’s ad-
dress to receive important documents in the mail, but this



left them vulnerable to the friend knowing too much about
them. However, they could not afford the costs of both (1)
renting a P.O. box to safeguard their mail, and (2) traveling to
that P.O. box anyway since their car was broken down. Other
participants expressed that S&P was simply not important
to think about unless something serious happened to them—
echoing [52]—such as identity theft or suffering financial
consequences. (Even with such outcomes, participants did
not feel particularly pressured to adopt more S&P behaviors,
recalling [25]: H5 quipped, “I’m homeless, so if you’re going
to try to steal my information to go get a credit card... Yeah,
good luck, because you’re not going to get far.”)

As for any S&P behaviors homeless participants did adopt,
they were largely due to suffering negative consequences in
the past, or “learning from experience” to protect themselves.
For example, a few participants shared that they learned over
time not to reveal too much information about themselves to
others, so that they would not be taken advantage of. H1 said
that they learned while being incarcerated to “read [others’]
body language” to decide whether someone could be trusted
with their information; seeing “good” and compliant behav-
ior from the providers at their current shelter helped them
understand what to watch out for from other providers.

Importantly, though, participants felt that they shouldn’t
spend energy worrying about being vulnerable with providers.
They didn’t want to live with a burden of constant distrust:

“When you go to a corporate entity or a business to seek as-
sistance, you don’t go with the insecurity that they’re going
to expose your information, right? Why should we worry
about that?” (H10). Or, as H9 puts it, “If you don’t trust them
then...I mean, I don’t know. I guess you’re screwed.”

4.1.4 Organizational Influences on S&P

The issues associated with consent and agency mentioned
above extend into homeless participants’ broader distrust of
service providers to respect their S&P preferences. Partici-
pants spoke of perceived disrespect from service providers as
a looming factor that clouded all of their interactions.

A majority of homeless participants mentioned that the
sheer number and variance of service providers that they
met and dealt with made it difficult for them to keep track
of S&P across all of them. Specifically, the variance in how
providers treated them made it difficult for them to trust any
of them with their information. For example, H5 told us they
were currently in contact with 10 to 15 service organizations,
which all had varying levels of professionalism in how they
processed and handled their information:

“They might give you a tablet to fill out the infor-
mation, and then it gets, I guess, saved into their
computer system. But believe it or not, a lot of other
places are very still paperwork-oriented, like on
actual paper and pen, which I think is crazy. Social
Services itself, they don’t have their shit together

at all. Like, you send them paperwork, they lose it,
and you have to send it over and over and over.”

These experiences caused H5 to rely on only themselves to
properly apply for services and access benefits and to keep
their own documentation of submitted paperwork and ap-
plications. H1 and H2 echoed these sentiments, both noting
that they took pictures of personal paperwork and kept phone
records, respectively.

4.2 Consideration of Client S&P Concerns by
Service Provider Participants (RQ2)

4.2.1 Interaction Characteristics

In contrast with homeless participants’ experiences of a vari-
ety of communication methods, our service provider partici-
pants shared unanimously that they tried to meet their clients
in person as much as possible. S2 told us that because they
had built a relationship with their clients and grew to know
more about them, they also knew where they spent their time
outside of the service provider facilities. As a result, if they
wanted to check in on them, they tended not to call, email,
or text message, instead preferring to simply visit them in
person at their shelter bed or at other facilities they knew their
clients visited. Similarly, S8 said they also drove around the
streets that their clients frequented to make sure they are okay
without making direct contact.

Within the service organizations’ facilities, provider par-
ticipants mentioned watching out for the S&P of clients
and attempting to educate them on S&P best practices and
consequences, echoing [17]. For example, S5 explained how
they observed clients using shared computers: “If I notice
[them not logging out], then I’ll say, you know, that’s really
important. Make sure you log out, because the next person
sitting here, you know, would have access to your email.”

In the event that providers did need to contact their clients
via phone, text, or email, they try to make messages as vague
as possible. For example, S5 shared that if they had to make a
phone call, they would simply say, “Hey, this is [S5]. I’m just
returning your call.” In separate sessions, S5 and S8 both said
that they would not identify themselves as a service provider
to respect the privacy of their clients, in case a friend or family
member overheard the message.

4.2.2 Client Consent and Agency

Again in contrast with homeless participants’ experiences,
provider participants tended to feel that they create welcom-
ing environments for clients to give consent and ask ques-
tions about data collection. S5 described how they created a
checklist of documents and information they needed to collect
from clients, shared that with clients, and allowed them to
reflect upon it. Generally, however, after an initial explanation
of data collection practices and use cases, S5 said:



Sub-Theme Homeless Participant Concerns (RQ1) Provider Participant Considerations (RQ2)

Interaction
Characteristics

Multiple communication modalities—over the phone, text,
email, in-person—primarily for taking in personal infor-
mation; being concerned about eavesdropping during in-
person interactions; no mentions of S&P support.

Preference for meeting clients in person as much as pos-
sible; if using other modalities, making messages vague
to avoid divulging sensitive information; watching out for
client S&P during in-person interactions.

Client Consent
and Agency

Experiences of providers giving out personal information
to others without consent; fear of reputational harms for
asking question about data use or S&P; presenting self as
more knowledgeable to avoid being taken advantage of.

Creating welcoming environments for clients to give con-
sent and ask question about data use; teaching clients to
fill out forms for themselves and protect their S&P inde-
pendently.

Individual
S&P Behaviors

S&P is not top of mind and could be insurmountably costly;
not spending energy thinking about S&P to avoid living
with a constant burden of distrust in service institutions.

Creating personal reminders and nudges to act more se-
curely, such as logging out of work computers and shred-
ding paperwork; implementing physical S&P measures
such as privacy screens and keeping cabinets and offices
under lock and key.

Organizational
Influences
on S&P

Sheer number of and variance across all service providers
making it difficult to keep track of S&P and trust any of
them; keeping own documentation and personal records so
their information doesn’t get “lost”.

Undergoing extensive vetting procedures from before
even being hired, to probationary employment peri-
ods, to workplace-imposed physical barriers for S&P, to
workplace-mandated S&P trainings.

Table 3: Summary of findings for our first two themes: homeless participants’ S&P concerns when interacting with service
providers (RQ1), and consideration of client S&P concerns by service provider participants (RQ2).

“I’ve never had anybody question further...If you
take the time to explain, and you allow them that
opportunity to take a look and know that you can
print out everything that you’ve just signed, and
you can sit review it, and whatever you need to do...
Most people are okay with that.”

S4 also shared how they asked their organization’s IT staff
questions about how client data was being processed and used,
on behalf of their clients:

“I tell them what [the IT staff] told me: ‘It’s just gen-
eralized information for the employees that work
here in order to know who are they dealing with,
and what systems they have. And that information
will be kept inside the organization. They do not
share it...’ This is what they told me. And let’s say
out of 50 [clients], maybe like 47 [are satisfied].”

Primarily, however, provider participants typically charac-
terized client agency as teaching clients to fill out forms
for themselves and protect their S&P independently. Sev-
eral provider participants mentioned this tactic as a way to
(1) divorce themselves from unwittingly absorbing too many
personal details about clients, and (2) support clients’ sense
of independence. For example, S3 told us that the only reason
they ever filled out an application for a client was when the
client spoke a foreign language and could not read the form:

“I felt really uncomfortable because I did not like
having to ask certain questions. I didn’t even want
to know the address...but he could not fill out the
form because he didn’t know what the words were.

So I had to [do it for him]. I don’t remember his
address [now], but I’m glad I don’t... I don’t need
to know that.”

4.2.3 Individual S&P Behaviors

A frequent S&P practice that provider participants mentioned
was simply remembering to log out of their work comput-
ers, so that digital client data would not be accessible to others
in the same physical space. Providers set up various nudges
to do so, including setting their computers’ screen timeout
and account log-in periods to be extremely short. Exemplify-
ing this, S1 expressed their habit of frequently moving their
cursor throughout our remote interview to keep themselves
logged in, ultimately in vain: “I just moved [away from the
mouse] for one second and it logged out.”

Provider participants also implemented physical S&P mea-
sures to ensure that client information was protected. S1 used
a privacy screen on their laptop monitor to prevent shoulder
surfing, and S4 shredded documents as soon as they were fin-
ished with them. Multiple participants discussed keeping their
environments under physical lock and key, including both file
cabinets with sensitive documents, as well as the office rooms
themselves; they told us they were the only keepers of those
keys. Participants also used such physical separation to have
more confidential conversations with clients, closing the door
to other employees when necessary.

To keep track of all these practices, participants shared that
they created personal reminders and nudges to be consistent
in their S&P. S7 said they created Post-It Notes for all of the
necessary S&P precautions they need to take throughout the



day, including locking up their desks and obscuring their
physical calendars from other staff; S7 also described habit-
stacking behaviors of shredding documents every time they
stood up to leave their desk.

4.2.4 Organizational Influences on S&P

From before they were even hired as employees of service
organizations, multiple provider participants mentioned S&P
precautions taken by their employers. Participants shared
how the job postings for their positions explicitly stated they
should not share client information. Participants also men-
tioned undergoing multiple rounds of interviews before being
deemed trustworthy enough as a candidate, as well as having
to sign confidentiality agreements. S3 described how even
the geographic location of their office was hidden from them
when they had applied for their job, in order to protect the
physical safety of clients escaping IPV situations:

“I could not find out where [my worksite] was until
I had second interview....when I passed that, that’s
when I was allowed to find out where that place
was, because they don’t want just anybody walking
up there, because somebody could...like this could
have been an abusive relationship.”

After being hired, participants described probationary pe-
riods where they were not allowed to directly interact with
clients, but instead had to observe from a distance. S4 be-
lieved this period could help habituate clients to a new face
in the office and help them trust the new employees more:

“[Clients] get to know you from a distance, from
seeing you every day for 30 days straight. By the
time [the new employee] starts working here, now
they kind of know his name, and they can talk to
him gradually, because it’s a process. It took me
almost three to four months before everyone started
to talk to me.”

Within the office environment, participants also described
workplace-imposed physical barriers to promote S&P. For
example, S2 mentioned, that within their work office build-
ing, there was a separate floor for employees who dealt with
clients’ medical and health information so that unauthorized
employees could not access that data without physically en-
tering the space. S6 and S7 also both shared how their office
desks were arranged in a way such that computer monitors
were not facing any open doors to prevent shoulder surf-
ing.Participants also described more hands-on administrative
involvement in S&P: a few said that administrative and IT
staff from “higher up” might perform random checks on their
physical workspaces, to make sure that they were properly
securing their computers and not leaving sensitive documents
out on their desks. S4 mentioned that in their organization,
there was one person who was in charge of all IT and S&P
affairs and could view all employees’ digital work activities:

“He can actually know if you put something on the
computer that don’t belong to you, because I guess
he knows everybody that works in each center...
Once in a blue moon, I see an email and they advise
everybody, ‘Yo, be aware that you’re suppose to log
out if you’re not using your computer.”’

Finally, in provider participants’ day-to-day operations,
they typically had a blanket trust in their organization’s
systems and devices to keep client information secure and
encrypted. Many participants said they only accessed and
recorded client data on their work computer, which was
password-protected, only accessible by them, and “pretty se-
cure” (S7). They also mentioned mandatory S&P training
sent from administrative and IT staff higher up in the organi-
zation, which they felt reinforced a workplace S&P culture.
S1 shared that everyone in their organization adopted privacy
screens and set their screen timeout period to the shortest dura-
tion possible without question. Notably, none of the provider
participants mentioned several commonly suggested security
measures—e.g., using multi-factor authentication, creating
unique and strong passwords, not opening suspicious emails
or links, and keeping their devices updated—suggesting that
providers may be only focused on S&P measures that result
in more interpretable benefits [21, 45].

4.3 Envisioned Opportunities for Aligning
Client and Provider Perspectives (RQ3)

While the previous two themes demonstrated stark differences
in how homeless and provider participants viewed S&P, there
were still points of alignment between the two parties. For
example, both groups felt it was unacceptable to ever contact
each other on social media, no matter how urgent the message.
However, because homeless participants did not know of poli-
cies or rules explicitly prohibiting this practice, the storyboard
heightened their fear of this happening. Meanwhile, provider
participants felt that such a rule was so obviously common
sense that it didn’t need writing down.

This gap in trust and perception led to participants envision-
ing several design opportunities for clients and providers to be
better aligned: (1) bringing up S&P as a point of conversation,
(2) creating clearer signals of trustworthiness from providers,
and (3) promoting client self-advocacy and independence.
We emphasize that these design opportunities were directly
mentioned by our participants. Formalizing these participant-
envisioned opportunities—be it through writing them down
into organizational bylaws, or integrating them into official
client protocols—may help bridge the gap.

4.3.1 Bringing Up S&P As a Point of Conversation

A common refrain from all participants, both client and
provider, was that our workshop sessions themselves caused
them to think more critically about S&P. These effects were



Participant-Envisioned Design Opportunities (RQ3)

Bringing up S&P as a point of conversation • Storyboards could raise awareness of S&P issues
• Workshop questions encourage participants to ask more questions about S&P
• Service providers could help clients more directly with S&P issues

Signals of trustworthiness from providers • More granular, continuous access control and consent-granting procedures
• Clearer indicators that service providers receive appropriate training

Promoting client self-advocacy and independence • Teaching S&P skills applicable outside of the provider-client interaction
• Allowing homeless individuals to fill out applications and forms themselves

Table 4: Summary of findings for our third theme, participant-envisioned opportunities for aligning client and provider
perspectives on S&P. This theme corresponds to our RQ3.

twofold. For one, our storyboards helped raise awareness
of certain S&P issues. The storyboards depicted familiar sit-
uations that participants did not realize necessarily “counted”
as security and privacy, and participants told us they might
feel more aware of recognizing these situations as S&P issues
in the future. For example, S3 told us they didn’t realize there
were so many S&P issues potentially affecting the home-
less clients they worked with, once again echoing homeless
participants’ feelings that they didn’t have much to lose [25]:

“At first I wondered what the questions [in this in-
terview] could possibly be because I’m thinking, if
you’re homeless, what do you have that could be
hacked into? But then...it’s like, of course, there’s a
lot of things. Even a food stamp or TANF, if you lose
that, and somebody else uses it, that’s like taking
your identity. So when I started seeing the story-
boards, then I thought, ‘Yes, that makes a lot of
sense...’ Thank you, because you opened my eyes.”

Similarly, S5 told us that they had not considered that their
clients may be sharing a phone with others (and the risks
associated with doing so). Instead, they had assumed that the
phone numbers that clients provided would be safe to contact.
Going forward, they considered asking the client:

“When I ask them, ‘What is your phone number?’,
I make the assumption it’s [solely] theirs. Maybe
it’s not a good assumption. Maybe that needs to be
a question I ask: ‘Is this your own private phone?
Is it okay?’ I assumed that they would tell me that
[on their own]. I probably should maybe ask that,
because it could be a breach.”

For another, the interview questions encouraged partic-
ipants to ask questions about S&P. When we asked par-
ticipants to reflect on authority figures—service providers
for the homeless participants, and administrative/IT staff for
the provider participants—they frequently told us they would
start asking them more questions about S&P in the future.
H5 said they hoped that people who felt unsure about asking

S&P-related questions could participate in support programs
to better advocate for their S&P preferences in the future.
However, they also felt that service providers could help
them with such S&P issues, recalling [20]:

“I’m all about getting yourself to that confidence,
so like, maybe, like, set up some type of therapy
and under and try to understand why they don’t
have that confidence and working towards that. Or
there’s other organizations that have people, like
caseworkers to specifically help advocate for peo-
ple who can’t do it for themselves.”

At the same time, multiple provider participants noted that
they did already help their clients with S&P and technology-
related issues, usually in an ad hoc manner if they saw a client
doing something wrong. S4 mentioned that their organization
did offer “computer classes” every once in a while, but only
one client would show up at a time. Instead, posting signs
around shared computers with S&P advice, or breaking up the
computer classes into daily quick advice sessions rather than
condensing them all into one sit-down session—“throw the
little things out there”, as S5 put it—could make S&P more
approachable and digestible for clients. Directly, formally
integrating these helpful behaviors at the organizational level
could help clients feel less burdened about asking questions.

4.3.2 Tangible Signals of Trustworthiness

Several homeless participants wanted more granular access
control and consent-granting procedures when it came
to their personal information, and felt that such measures
could help them trust providers more. Some felt that providers
should take care to ensure a one-to-one relationship between
clients and providers: solely the specific case worker that they
interacted with should be permitted to access their informa-
tion, and no one else. As H7 said, “When I am working with
the social workers I expect that only the one that I interact
with has a template where she can pull up a document per-
taining to housing assistance with my name on it.” And in the



event of employee turnover, a few homeless participants felt
that they should receive notification that the worker handling
their case was leaving, and be asked for consent a second time
before their information was transferred to a new employee.

Homeless participants also wanted clearer indicators that
their service providers had the appropriate training to
be dealing with their information. For example, H3 wanted
people to receive formal education before being allowed to
work as a service provider:

“I think the people we give our information to should
go to school or something like that because these
are lives that people are dealing with, you know?
I think it’s really important that they know what
they’re doing....just go through something where
there’s a vetting situation. ”

H1 felt that the people working in service provider roles
should not apply for these jobs if they were not “100% will-
ing to help people”. Such perspectives stand in contrast to
the extensive vetting procedures and S&P training that our
provider participants shared with us, suggesting that even if
service providers are being trained and selected appropriately,
such qualifications should be better communicated to clients.

4.3.3 Client Self-Advocacy and Independence

Echoing Section 4.3.1, providers could further promote
clients’ S&P by teaching S&P skills that are applicable
outside of the context of the provider-client interaction.
S1, for example, taught clients to use more secure messag-
ing methods, such as turning on encryption in their emails
or downloading dedicated messaging apps; while S1 initially
intended only to send secure messages to their clients, the
encryption or new apps could now protect all of their client’s
messages. Similarly, S4 and S5 both said they emphasized to
their clients to be aware of their surroundings when revealing
personal information, not just within the service organiza-
tion’s building, but in other places like train stations or public
libraries. S4 advised clients not to speak private information
out loud in busy public spaces, but to rather write it down; S5
reminded clients to constantly log out of shared devices.

Despite these positive interactions, people experiencing
homelessness may still distrust service provider workers as a
whole, due to overwhelmingly negative experiences with other
providers. This can make that individual feel uncomfortable
sharing their information out loud to fill out applications or
intake forms at service organizations. One way to circumvent
this issue is to simply allow homeless individuals to fill
out applications and forms themselves, with supervision or
guidance from service providers if necessary.

As noted in Section 4.2.2, some provider participants al-
ready ask their clients to fill out forms on their own, partially
to avoid inadvertently learning sensitive information about

their clients, but primarily to support their clients’ indepen-
dence. S3, the provider who helped out a client with a lan-
guage barrier, said they typically sat alongside a client filling
out a form and answered the client’s questions. However, they
would not fill out the information or take action on behalf
of the client; instead, S3 said, “I could get [my client] into
the system to look for housing, but she had to look herself.
That’s training someone not to be helpless.” A secondary
provider benefit to supporting client independence was that
they did not have to be liable for potential negative outcomes:
S7 shared that while they helped their clients create budgets,
they avoided accessing clients’ actual financial or banking
information out of liability fears:

“A lot of [my client work] has to do with budgeting
their once-a-month payment from Social Security. I
typically steer clear of having anything to do with,
like, the actual banking, because that’s a slippery
slope...you don’t want any blame. With finances,
people are quick to accuse others of things.”

5 Discussion

In this discussion, we hypothesize about the factors contribut-
ing to the mismatches between clients and providers, includ-
ing structural and policy forces. We also provide directions
for future work as relevant.

5.1 Mismatches in Client/Provider Security
and Privacy Priorities

We uncovered much evidence of a set of mismatches in S&P
priorities between homeless participants and provider par-
ticipants. Below we offer a few possible explanations that
emerged from our data.

First, the power differential between clients and providers
might contribute to these mismatches. Our homeless partici-
pants frequently mentioned that they felt like they could not
negotiate consent for giving up personal data when interacting
with service providers. They worried that they might suffer
reputational harms from refusing to give up certain informa-
tion, e.g., the service provider might tell colleagues that they
were a problematic or combative client. More gravely, they
were concerned they might be denied access to services if
they did not give up their personal information. On the other
hand, while our provider participants understood why clients
might not trust them, they did not actively refer to themselves
as being in a position of power over their clients during our
study sessions. This may explain why, even though all of our
provider participants felt like they created welcoming and
open environments where clients were free to say no, all of
our homeless participants perceived the situations differently.

Second, a lack of transparency about organizational prac-
tices may contribute to further mistrust. As discussed in Sec-



tion 4.3.2, homeless participants wanted tangible indicators
of control over their personal information, and that service
providers were properly trained to handle their information.
To them, consent and access control meant being granularly
asked if it was okay for the service provider to record certain
information about them, and to be asked again in the event
of employee turnover or organizational restructuring. “Ap-
propriate training” meant being able to see the certificates
and qualifications that service providers had earned as proof
that they were qualified. Conversely, our provider participants
typically only described asking for consent one time, at intake,
and spoke of internal organizational vetting procedures and
trainings, to which homeless individuals would not be privy.

Finally, structural forces outside of the control of both
homeless individuals and service providers may contribute
further to these mismatches. Service providers—many of
whom are funded by local or state governments—may be re-
quired to follow information protocols and service provision
priorities mandated by those entities, which, as noted in Sec-
tion 2.2, can override the concerns and preferences of their
clients [4]. Federal surveillance of marginalized communities
further takes agency away from them; homeless individuals
are often required to offer extremely sensitive information for
the exchange of access to essential public services [26]. As
Virginia Eubanks documents in Automating Inequality [15],
mass-collection of personal data at state-level public assis-
tance offices is now standard practice, and sharing this data
to make decisions about services across offices—i.e., “co-
ordinated entry”—is championed at the federal level by the
United States Interagency Council on Homeless and the U.S.
Department of Housing and Urban Development.

5.2 Opportunities for Alignment in Priorities
Unfortunately, the individual service providers who simply
want to help their communities are forced to navigate this
ecosystem. Without structural or policy-level interventions,
they are forced to navigate conflicting demands from regula-
tory bodies and their clients. To truly address these systemic
issues, we need higher-level policy interventions to realign
priorities. Below we offer a few concrete stakeholder-based
recommendations, as a first step, to bridge the mismatches.

5.2.1 Recommendation for Service Providers

First, as discussed in Section 4.3.3, clients expressed a strong
desire for clear and tangible indicators of how their personal
data is handled. This suggests that providers could develop
public-facing S&P reports that explain what data is collected,
how it is stored, and who has access, using accessible lan-
guage and visuals. “Know Your Rights”1 (KYR) campaigns
have frequently appeared in other domains, including health
care, employment, immigration, and voting. Within the United

1https://www.aclu.org/know-your-rights

States, for example, the Equal Employment Opportunity Com-
mission has issued a standardized KYR poster summarizing
laws related to employment discrimination and ways for work-
ers to file complaints2. Within homeless services provision, a
KYR poster might detail the rights that clients have to giving
or withholding personal information, and how to submit com-
plaints if they either feel unduly pressured to give up informa-
tion or uncomfortable with how their provider is handling their
data. Such a poster should be prominently displayed in both
the providers’ offices and throughout the service organiza-
tions’ physical site, as a first step to help clients self-advocate.

Second, as suggested in 4.3.1, in addition to offering sim-
ple explanations of how clients’ data is handled, service
providers can also amplify details about organizational S&P
and data use procedures and the complex environment in
which providers operate. Highlighting these factors can help
stakeholders, such as homeless clients and policymakers, bet-
ter understand the multifaceted constraints providers face in
delivering care. For example, they could create public-facing
reports that outline their data use procedures in simple, acces-
sible language. Sharing anonymized case studies of real-world
provider-client interactions and specifically framing them as
S&P issues could also offer a deeper, more relatable under-
standing of these dynamics and the intricate balance providers
must maintain in their roles.

Finally, inspired by the opportunities identified by our
homeless participants in Section 4.3.2, implementing “contin-
uous” authentication procedures with auditable consent trails
of data access, could also reinforce trust between the two
parties, especially when service providers change personnel.

5.2.2 Recommendations for Organizational Leaders and
Policymakers

First, Section 4.3.2 revealed that clients trust providers more
when they can verify their qualifications. Organizations could
invest in standardized training and certification programs fo-
cused on S&P competencies. In particular, standardization
across organizations can also help clients gauge appropriate
expectations for their interactions with providers. Importantly,
provider trainings about S&P should highlight how power
differentials between themselves and clients may mean that
clients feel compelled to give up too much information about
themselves.

Second, as we’ve shown in our findings, providers spent
lots of efforts in practicing myriad forms of invisible labor
and emotional care [1,56,57] for their clients when managing
S&P related challenges, such as managing emotions, building
trust, and addressing clients’ emotional needs. For example,
as we reported in Section 4.2.1, provider participants drove
around streets where they knew their clients frequented to
quietly confirm clients’ physical wellbeing, and also observed

2https://www.eeoc.gov/poster



clients’ S&P behaviors when they used organizational com-
puters. These efforts are critical for managing S&P challenges,
yet they frequently go unrecognized in formal evaluations.
The emotional toll of this labor, including risks of burnout
and compassion fatigue, underscores the need to value these
contributions. Towards this end, organizations should con-
sider developing acknowledgment programs that highlight
providers’ emotional labor and expanding performance met-
rics to explicitly assess and reward emotional care practices
in managing S&P-related challenges.

Finally, across our findings, we observed that clients ex-
pressed expectations for S&P that diverge from existing or-
ganizational processes and policy assumptions. In particular,
as we found in Section 4.3.1, provider participants often did
not previously formally associate many of the client issues
they dealt with as S&P; only after seeing our storyboards did
these participants become more convinced that they had past
experience with S&P, or that their clients faced S&P issues
at all. Organizations could engage in similar co-design activi-
ties with affected communities to ensure that people’s lived
experiences are integrated into data protection frameworks,
supporting more responsive and equitable service provision.

6 Conclusion

We created a set of storyboards to represent S&P chal-
lenges that can arise when homeless individuals and service
providers interact. We used these storyboards to scaffold a
series of interviews and focus groups with 12 homeless indi-
viduals and 8 service providers in the Northeastern United
States, to explore the S&P challenges that might arise within
client–provider relationships in homeless services. We uncov-
ered evidence of a set of mismatches in S&P priorities be-
tween clients and providers, possibly owing to power differen-
tials between clients and providers and a lack of transparency
about the S&P practices of homeless service organizations.
Encouraging conversations about S&P between clients and
providers, demonstrating clearer signals of trustworthiness
from providers, and promoting clients’ self-advocacy and in-
dependence could engender greater trust in S&P between the
two parties.

Ethical Considerations

This work explores the security and privacy (S&P) experi-
ences of individuals experiencing homelessness and their in-
teractions with service providers. The primary stakeholders
include (1) individuals with lived experience of homelessness
who participated in interviews or focus groups, (2) service
providers who discussed internal practices and organizational
constraints, and (3) non-participant clients whose experiences
may be indirectly represented. Potential harms included re-
traumatization, breaches of privacy or confidentiality, misrep-

resentation of marginalized voices, and reputational harm to
service organizations.

The study was approved by our institutional IRB. However,
beyond this approval, given the vulnerability of participants
and the sensitive nature of the discussion, we took great care
to implement rigorous safeguards throughout our research
design, data collection, and analysis. Below, we discuss in
detail how we considered potential harms and relevant mitiga-
tions throughout our research; evaluate the trade-offs of our
decisions; and provide recommendations for future work.

Recruitment and Compensation. Participants were re-
cruited through community organizations and public postings
at unaffiliated sites. All participants were informed that par-
ticipation was voluntary, that they could skip any questions
or withdraw at any time, and that their involvement would
not affect access to any services. Each participant received
a $60 gift card, consistent with our IRB-approved protocol
and in line with best practices for research involving indi-
viduals experiencing homelessness (e.g., [52]. This amount
was selected to fairly compensate participants for their time,
expertise, and associated burdens such as transportation, lo-
gistical coordination, and emotional labor. Compensation was
standardized across participant roles and was not contingent
on the length or content of the session. No service provider
participants were involved in the recruitment or interviewing
of homeless participants, and we explicitly communicated
that the research was independent of any service-providing
institution to mitigate potential perceptions of coercion.

Session Structure and Consent. Interviews and focus
groups were conducted either via Zoom or in person, depend-
ing on participant preference and accessibility needs. Prior
to each session, we obtained informed consent and reiterated
the option to stop or skip any portion of the discussion. Par-
ticipants were told they could withdraw at any time without
penalty and were offered follow-up resources, including crisis
support lines and informational pamphlets.

To support discussion of abstract and emotionally sensi-
tive topics, we developed storyboard scenarios grounded in
real-life service contexts. These were co-designed and vet-
ted with two experienced service providers unaffiliated with
the organizations studied. One scenario included an example
of intimate partner violence (IPV), reflecting real and doc-
umented concerns in homelessness and housing insecurity.
Prior to presenting storyboards, we issued a verbal content
warning and offered participants the choice to exit the study
at any time they want. At the conclusion of each session, we
conducted informal debriefs and provided verbal access to
additional support or follow-up if needed.

While we emphasized throughout the sessions that partici-
pants could withdraw from the study, we acknowledge that
some aspects of our study setup could have led to participants
feeling financially compelled to stay in the sessions, even if
they were uncomfortable with the subject matter of the story-
boards. In particular, those who showed up to the in-person



focus group session may have found it particularly difficult to
leave after taking the time and effort to travel to the research
site. To mitigate these harms in the future, researchers could
inform participants of potentially sensitive study contents fur-
ther ahead of the study sessions (i.e., before participants make
plans to travel).

Transcription and Use of Otter.ai. We used Otter.ai to
transcribe interviews and focus group audio. Audio was
recorded locally and uploaded for transcription under a re-
search account. We selected Otter.ai due to its practical ad-
vantages: researcher-controlled uploads and deletions, accu-
racy at low cost, and minimal third-party exposure, especially
compared to hiring external human transcribers. Transcripts
were manually reviewed, corrected, and anonymized before
analysis. All files were deleted from Otter.ai’s platform and
destroyed after transcription.

Our process follows practices found in prior USENIX Se-
curity work involving at-risk participants (e.g., [53]. However,
we acknowledge that in the current climate of artificial intelli-
gence and mass surveillance, the use of Otter.ai presents ethi-
cal complications for research purposes. While the company
claims that it is compliant with the General Data Protection
Regulation (GDPR) in the European Union, news media have
reported that it may sell user data to third-parties or disclose
personal information to government authorities if compelled3.
And indeed, Otter.ai’s own privacy policy4 reflects these con-
cerning risks. In future work, researchers should carefully
weigh these risks and benefits alongside other transcription
methods when executing data analysis plans; they should also
explicitly communicate these risks to participants, with clear
procedures for revoking consent.

Power Dynamics and Community Collaboration. We
acknowledge that our experiences shape our research, and
our relative privilege within society provides us with ad-
vantages that our study participants do not hold. We are re-
searchers who received training in the United States in human-
computer interaction, computer science, communication, and
social work; multiple authors have obtained advanced degrees
in these fields. Although none of us have experienced home-
lessness ourselves, some members of the team have worked
closely with service provider organizations within our local
communities via other research projects.

Specifically, two local service providers worked with us as
community partners during the design phase; however, they
did not participate in data collection or analysis. This collabo-
ration helped ensure contextual relevance while maintaining
independence. We acknowledge that research conducted in
partnership with service organizations may influence how par-
ticipants disclose experiences or concerns, particularly where
institutional trust is limited. We addressed this by recruiting
a demographically diverse sample across multiple sites and

3https://www.politico.com/news/2022/02/16/my-journey-down-the-
rabbit-hole-of-every-journalists-favorite-app-00009216

4https://otter.ai/privacy-policy

reinforcing our independence from any service provider in all
study materials and consent procedures.

By transparently documenting our ethics rationale, trade-
offs, and protections, we aim to inform and support future
researchers working with similarly vulnerable communities.

Open Science

Due to the unique vulnerabilities and challenges that our
participants face, we are not able to share the full tran-
scripts of our interviews and focus groups. They may re-
veal personally identifiable information about the participants,
even if names are redacted. However, we have shared the
full contents of our storyboards and interview protocol in
Appendix A and B, respectively. These materials are also
available for download on Zenodo at https://doi.org/10.
5281/zenodo.15612259.
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A Storyboards

We include the five storyboards we developed for our study,
shown in Figure 2. They depict potential security and pri-
vacy situations that people experiencing homelessness may
come across when interacting with social service providers.
The presentation order of the storyboards was randomized
throughout our study sessions.

B Interview Protocol

B.1 Questions for Homeless Participants
For each storyboard, we asked the following questions:

1. Take a moment to read through these drawings. Could
you summarize in your own words what the storyboard
is about?

2. Have you ever been in a similar situation with service
providers? Can you tell me about it?

3. What information did you provide to the service
provider? Did you consider that information private?

4. How do you think the information you provided to the
service providers was being used?

5. Did you have any concerns about the safety of your
information?

6. What would happen if this information was leaked?

7. Looking back at this storyboard, is there anything you
would change about the interaction between [storyboard
character] and the service provider?

We followed up with additional questions as relevant
throughout each storyboard:

1. Did you experience cases where you were not willing
to share information or were concerned about how the
information stored and used?

2. How did the service provider respond to your concerns?
Were you satisfied with their responses?

3. What kinds of measures could help you feel more com-
fortable about sharing your personal information?

B.2 Questions for Provider Participants
For each storyboard, we asked the following questions:

1. Take a moment to read through these drawings. Could
you summarize in your own words what the storyboard
is about?

2. Have you ever been in a similar situation with clients?
Can you tell me about it?

3. What kinds of personal information do you collect from
clients in these situations? Do you consider that infor-
mation private?

4. Could you tell us about the ways you use, manage, and
store this information?

5. What do you think about the safety of these methods?

6. Are there cases where you would need to share this
information with others?

7. What would happen if this information was leaked?

8. Looking back at this storyboard, is there anything you
would change about the interaction between [storyboard
character] and the service provider?

We followed up with additional questions as relevant
throughout each storyboard:

1. Did you experience cases where clients were not willing
to share information or were concerned about how the
information they shared is stored and used?

2. How did/would you answer? Are clients satisfied with
your responses?

3. Are there other measures you might take to help clients
feel more comfortable about sharing personal informa-
tion? Do you get training to handle these situations?

4. What kind of training did you get about handling private
information and ensuring security?

5. Were you asked any questions during your job interview
about handling private information?



Figure 2: The five storyboards we developed for our study.
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